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Abstract

The proliferation of misinformation in digital environments presents unprecedented challenges to information literacy education. Traditional fact-based approaches to countering false information have proven insufficient, as they fail to address the experiential and emotional dimensions through which misinformation operates. This paper examines experiential teaching techniques that leverage Marshall McLuhan's media theory to develop more effective pedagogical strategies for combatting fake news. By analyzing methods including WebQuests, journey mapping, card sorting, structured interviewing techniques and inferential learning, this study proposes a framework that engages learners through participatory, multi-sensorial approaches that mirror the experiential nature of misinformation itself.
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Resumen

La proliferación de malinformación en entornos digitales presenta desafíos sin precedentes para la educación en alfabetización informacional. Los enfoques tradicionales basados en hechos para contrarrestar la información falsa han resultado insuficientes, ya que no abordan las dimensiones experienciales y emocionales a través de las cuales opera la malinformación. Este artículo examina técnicas de enseñanza experiencial que aprovechan de la teoría de medios de Marshall McLuhan para desarrollar estrategias pedagógicas más eficaces en la lucha contra las noticias falsas. Mediante el análisis de métodos que incluyen WebQuests, mapeo de recorridos, clasificación de tarjetas, técnicas de entrevista estructurada y aprendizaje inferencial, este estudio propone un marco que involucra a los estudiantes a través de enfoques participativos y multisensoriales que reflejan la naturaleza experiencial de la propia malinformación.
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1. Introduction

Right now, we are all living this information paradox: never before has humanity had access to such vast repositories of knowledge, yet, almost as a corollary, never before has blatantly false information spread so rapidly and effectively. Many recent elections around the world have marked public consciousness regarding “fake news,” but the phenomenon itself predates digital media by centuries (Posetti & Matthews, 2018). What’s different today is the velocity of its transmission, the sophistication of its targeting, and the emotional resonance of its delivery mechanisms.

This paper argues that combatting fake news requires pedagogical techniques that match the experiential nature of its transmission. Drawing on Marshall McLuhan's theory of hot and cool media (McLuhan, 1964), the author proposes a set of experiential teaching tools and techniques that engage learners in active, participatory processes of information evaluation. These techniques create learning experiences that promote a more dispassionate approach to received information, to better address both the cognitive and affective dimensions of information processing.

Traditional educational responses to false information have centered on fact-checking and critical thinking skills – teaching students to verify sources, cross-reference claims, and apply logical reasoning to information evaluation. While these approaches remain valuable, they confront a fundamental challenge: fake news does not succeed primarily through logical argument but through experiential, emotional engagement. As researchers have documented, emotional appeals and narrative framing often prove more persuasive than factual corrections, particularly when the fake news aligns with pre-existing beliefs or identities (Lewandowsky et al., 2012).

Like fake news, the techniques presented here are experiential, but the experiences position the “user” (receiver of information) in a less emotionally charged frame of mind than is commonly found in online social networks. Users are invited, for example, to map their own responses to information, or to deepen their research (and knowledge) of a subject, in groups, verifying the sources. This can help avoid phenomena such as “continued influence effect” or “illusory truth effect,” which describe tendencies to retain false information even after it has been proven wrong (Roozenbeek & van der Linden, 2021 page 5). They have been partially tested with respect to false information by the author in a non-formal professional setting. The results seem positive but do not yet provide concrete data. They are presented here as a possible conceptual framework, complementary with the practice of technique-based inoculation against false information (Roozenbeek & van der Linden, 2021, page 10), which explores and exposes the common manipulations used to spread false memes. They can be applied in a variety of learning environments (not limited to formal school or university settings) and offer what can be a more effective response to fake news, compared to simple fact-checking.

2. The limitations of fact-based responses

2.1. The gut versus the mind

There is a fundamental mismatch between how false information spreads and how corrections are delivered: fake news appeals to “gut-level” processing – rapid, automatic, emotionally charged reactions that bypass deliberative reasoning. In the face of this emotional charge, facts and logic simply don’t work. Understanding why requires examining the architecture of human cognition itself.

Daniel Kahneman's dual-process theory of cognition, elaborated in Thinking, Fast and Slow (2011), provides essential insights into why misinformation proves so resistant to correction. Drawing on decades of research in behavioral economics and cognitive psychology, Kahneman describes two distinct systems of thought that operate simultaneously but in fundamentally different ways.

System 1 operates automatically and rapidly, with little or no effort and no sense of voluntary control. It is the system of intuition, gut feelings, and immediate impressions. When you recognize anger on someone's face, or detect that one object is more distant than another, you're engaging System 1. This system excels at pattern recognition, operates through associative networks, and generates quick, often accurate judgments based on heuristics.

However, System 1 has intrinsic biases. It is heavily influenced by emotion – information that triggers strong feelings (positive or negative) receives preferential processing. It tends to treat information that is easy to process as more likely to be true. It demonstrates confirmation bias, readily accepting information that aligns with existing beliefs while resisting contradictory evidence. Perhaps most importantly for understanding fake news, System 1 creates coherent narratives from limited information, filling gaps automatically and generating causal explanations even when none exist. This narrative generation happens so quickly and feels so natural that we rarely notice it occurring.

System 2, by contrast, directs our attention to mental activities that demand more effort, including complex computations, deliberate reasoning, and critical analysis. System 2 thinking is slow, deliberate, and consciously controlled. When you calculate a difficult mathematical problem, evaluate a complex argument's logical structure, or deliberately suppress an automatic response, you're engaging System 2. This system can follow rules, make comparisons, and apply formal logic – all capabilities essential for rigorous information evaluation.

The relationship between these systems is crucial for understanding how fake news spreads with such efficacity. System 2 requires metabolic energy and conscious effort, so the brain defaults to System 1 whenever possible, to maintain efficiency. Moreover, System 2 typically operates in an “endorsement mode,” accepting the impressions and intuitions generated by System 1 unless it detects clear problems that trigger more careful analysis.

Fake news exploits this cognitive architecture by design. Consider a message prefaced with “They don't want you to know this…” This simple phrase immediately triggers multiple System 1 responses:


	Emotional arousal: The phrase activates conspiracy ideation, generating feelings of suspicion, curiosity, or moral indignation. This emotional charge ensures the message receives priority processing.

	In-group/out-group dynamics: “They” versus “you” creates an immediate social categorization. System 1 excels at social categorization and treats in-group information more favorably than out-group information.

	Privileged knowledge: The suggestion of hidden truth provides psychological rewards – feeling informed, having access to special knowledge, recognizing patterns others miss.

	Narrative coherence: The phrase begins a story – there are antagonists (“they”), victims (the audience), and hidden truths waiting to be revealed. System 1 loves stories and will actively seek to complete this narrative.



All of this happens in milliseconds, before System 2 can engage. The emotional valence of such framing – typically fear, anger, or moral indignation – ensures rapid processing and sharing, often before any fact-checking impulse can activate (Douglas et al., 2019).

2.2. Why facts don't work

When we try to counter misinformation with factual corrections, we're appealing to System 2 reasoning – asking people to engage slow, deliberate analysis of evidence and logical argument. But System 2 faces several obstacles:


	It must overcome System 1's already-formed judgment. The initial false information has created cognitive ease through repetition (even hearing something once increases fluency) and emotional resonance. The correction, arriving later, lacks these advantages.

	Corrections typically lack the emotional punch of the original misinformation. A straightforward factual statement – “That claim has been debunked by multiple fact-checkers” – doesn't trigger the emotional arousal that ensures attention and processing. It's cognitively bland, making it easy for System 1 to dismiss or ignore.

	Engaging System 2 requires motivation and cognitive resources. If someone is tired, distracted, under time pressure, or simply uninterested in the topic, System 2 won't engage sufficiently to override System 1's initial judgment. In our information-saturated environment, these conditions describe most information encounters.

	System 2 operates in service of System 1's goals and values. If accepting a correction would require revising deeply held beliefs or admitting to having been fooled, System 2 may rationalize away the evidence rather than accept it. This motivated reasoning means that even careful, deliberate analysis can serve to reinforce rather than correct false beliefs – though recent research suggests this “backfire effect” may be less universal than initially believed (Wood & Porter, 2019).



Boiling it down, truth, delivered through rational argument alone, just can’t dislodge emotionally resonant falsehoods.

2.3. The power of inductive questions

Disinformation frequently starts with an inductive question – a query that presupposes its answer and guides respondents toward predetermined conclusions. For example, in the context of vaccination, one might ask, “Don't you want to protect your family?” The question accomplishes multiple rhetorical objectives simultaneously: it assumes family protection is at stake, it positions the questioner as concerned with the respondent's welfare, and it frames disagreement as a rejection of family safety rather than skepticism about a specific claim.

Such questions build empathy not through genuine emotional connection but through manufactured alignment of interests. They create what Cialdini (2006, Chapter 3) terms “commitment and consistency” – once someone affirms they want to protect their family (an obvious affirmative), subsequent claims about how to achieve that protection gain credibility through psychological association. The inductive structure eliminates space for critical evaluation by embedding the desired conclusion within the question itself. Interestingly, this can function equally well to formulate an argument in either direction of an issue.

3. The experiential nature of misinformation

3.1. The role of trust

If Kahneman’s System 1 exhibits confirmation bias, then we might reasonably conclude that a widely held belief in a false piece of information is a symptom of dysfunction in the dissemination of verified, and verifiable, information in society. The more mistrust is directed at traditional information sources of record, such as government statistics agencies, health officials, or traditional media, the easier it is to circulate false information. During the Covid pandemic, for example, official information sources failed to generate confidence. Claims about hydroxychloroquine as a treatment, the continual contradictory assertions about the value of wearing masks, even claims that injecting bleach would prevent the disease, or that vaccines contained nano-computers to give Bill Gates control of peoples’ lives were all tropes that passed on social networks, and that professionals were almost powerless to rein in. As a result, some people died, and others were more seriously infected by the virus than necessary. In 2022, the annual Edelman Trust Barometer reported that for the first time in 22 years, distrust was the default emotion for 60% of the populations of 28 countries worldwide (Daniel J. Edelman Holdings, Inc., 2022). The report blamed a failure of leadership across the board.

Clearly, sources of record lost the confidence of the public due to conflicting statements and a certain refusal to admit what they did not know. We must acknowledge that educational institutions are among those sources of record, and that trust in what is imparted by teachers at all levels has come into question. Research shows that to build students’ trust, teachers need to show reliability, competence, care, integrity, and openness (Lorenzo Galés, 2024, pp 14-15). This is a high standard, and teachers are up against algorithms designed to circumvent reflection and establish themselves as authoritative – a great danger for democratic society. Whether information is coming from social networks or AI searches, we must be careful that the use of algorithms to facilitate information retrieval does not lead to rule by Algoritharism (Lorenzo Galés, 2024, p 5)

If educators cannot compete with social networks and other sources on the Internet as reliable sources of information, they certainly can help their students learn to analyse the information they receive, understand where it comes from and evaluate its credibility, whether it comes from a source of record or somewhere else.

3.2. Fake news on social networks – not mediated, not moderated

Marshall McLuhan's famous dictum “the medium is the message” (McLuhan, 1964) provides crucial insight into why misinformation proves so effective in digital environments. McLuhan argued that the characteristics of communication media shape human perception and social organization more profoundly than the explicit content those media carry. It is less well remembered that McLuhan also said, “the medium is the massage” (McLuhan et al., 2001), meaning the media work us over directly, like the hands of a masseur, a treatment which necessarily leaves us changed in some manner.

Just as radio and television transformed consciousness through their particular sensory engagements and temporal structures, digital social networks reshape information processing through their affordances: immediacy, virality, algorithmic curation, and participatory architecture. However, it is a mistake to call these networks media. In fact, they are not mediated at all. The word “medium” implies some sort of intermediary – a mediator – between the audience and the content. A journalist is an example of a mediator, whose role is to uncover verified facts and to attribute information to reliable sources. The priority for a journalist is on accuracy and dispassionate, critical analysis. This work cannot happen in real time. The journalist needs to have a perspective taken from one step back, not one caught up in the moment, without reflection (Gallon, 2025a).

Fake news, on the other hand, creates immersive transmedia narratives that engage audiences emotionally and sensorially before engaging them rationally. A text-based fact-check cannot compete with a video that combines moving images, music, voice-over narration, and carefully edited sequences that build emotional momentum. The experiential richness of the unmediated misinformation overwhelms the sparse, cognitive appeal of the correction. With the advent of increasingly realistic AI-generated “deep fakes,” any mediation or moderation that may occur risks spreading clearly deliberately planted disinformation on alarmingly rapid vectors.

There has been much talk recently about the decline of “moderation” on social networks. But modern social networks have never been moderated except by their algorithms, whose goal is to drive engagement, not determine truth. A moderator is another kind of mediator, who helps participants understand what is going on in exchanges by asking questions, asking for verification, and “moderating” extreme language. But the people who have been called moderators on social networks are, for the most part, fact-checkers. They try to verify statements made online, and if they determine that an assertion is false, they will take it down. Any perspective the fact-checker may have is invisible to an online participant. The take-down is instantaneous, just like the posting of the false information. Moreover, it appears to participants like censorship, and can confirm the notion that this was, in some way, information the authorities did not want the public to know, enhancing conspiracy theories. Fact-checkers have recently been replaced on many networks by “community notes.” The idea is that people will verify information and make that verification available online in those notes. This, of course, is a continuation of unmoderated, unmediated posting, and provides no better verification than the posts they are criticizing. And they continue to represent a real-time experience, exacerbating the polarizations already present in online discourse. It also allows “mobs” to deliberately overwhelm community notes connected to any postings they don’t agree with and get them removed, or at least ignored. This is counter to the ideas of democratic free speech espoused by the social networks that foster these practices (Gallon, 2025b)

This analysis suggests the need for a counterintuitive pedagogical strategy: if misinformation succeeds through experiential engagement, then effective countermeasures must also be experiential. Rather than simply teaching students what fake news is, educators must create learning experiences that allow students to understand how fake news operates through direct, participatory engagement with its mechanisms and effects.

4. Hot and cool media theory

McLuhan's distinction between hot and cool media (McLuhan, 1964) provides a theoretical framework for developing such experiential pedagogies. Hot media, according to McLuhan, are “high definition” – they extend a single sense with intense data density, leaving little for the audience to complete or interpret. Radio is hot because it fills the auditory channel completely; photographs are hot because they provide detailed visual information. Hot media create intense, focused experiences that can overwhelm critical distance.

This is the operating mode of much contemporary misinformation – emotionally charged videos, dramatic images, inflammatory headlines create high-definition experiences that engage audiences completely. The intensity of the experience precludes the reflective distance necessary for critical evaluation. In McLuhan's terminology, hot media create massage rather than message – they work on the nervous system directly, bypassing cognitive mediation.

Cool media, conversely, are “low definition” – they provide less sensory information and require audiences to participate actively in completing the communication. Cool media invite collaboration, interpretation, and filling in gaps. They engage multiple senses at lower intensity, creating space for reflection and critical distance.

The pedagogical implication is clear: to counter hot media misinformation, educators should emphasize cool media engagement. This means removing drama, avoiding “hot button” words that trigger automatic emotional responses, and encouraging reflection rather than instant gut reactions. It means creating learning experiences that require active participation, interpretation, and collaborative sense-making rather than passive reception of information.

5. Experiential teaching techniques

To provide experiential pedagogy while avoiding the hot media paradigm, it is important to find techniques that foster reflection, critical thinking, and analysis, while avoiding emotional surcharge. In this paper, the author suggests some techniques borrowed from the field of User Experience (UX) design – precisely because it deals with experience. Other techniques presented here come from education, psychology, or journalism, and all of them favour this formula of experiential work in a cool media ecosystem.

5.1. WebQuests: structured research journeys

The WebQuest methodology, developed by Bernie Dodge and Tom March in the mid-1990s, provides a structured framework for inquiry-based learning that is useful for developing information literacy in the context of misinformation (Dodge, 1995; Kurt, 2021)). A WebQuest guides students through a research process with six key components, each designed to develop specific critical thinking and evaluation skills.

The introduction establishes the nature of the research task and the evaluation criteria that will be applied. Students must understand from the outset that they will be held accountable for verification and justification of their information sources. Unlike traditional research assignments that may emphasize information gathering, WebQuests explicitly emphasize the evaluation process itself.

The task component articulates a specific research question that requires synthesis and evaluation rather than simple fact retrieval. For misinformation education, effective tasks might include: “Evaluate competing claims about [topic] and determine which evidence is most credible and why,” or “Trace the origin and spread of a specific false claim, identifying how it evolved as it circulated.”

In the process section students are given some initial hyperlinks to source material – these are intended as a primer to stimulate further research and students need to find new sources based on what they learn. Importantly, these sources should include both credible and questionable information. Students must follow the research trail, but they must also verify the accuracy of information they encounter. This requirement transforms information consumption from a passive to an active process. Rather than assuming provided sources are reliable, students must develop and apply their own verification strategies and criteria.

Evaluation criteria must be precise and agreed upon before the exercise begins. Students must justify not only their conclusions but their verification methods based on them. How did they determine a source was credible? What evidence did they seek to corroborate claims? Why did they reject certain information as unreliable? This metacognitive dimension – reflecting on one's own reasoning process – develops transferable critical thinking skills.

The conclusion requires synthesis: students must articulate their findings in relation to the original research question, demonstrating how their inquiry process led to their conclusions. This narrative structure helps students understand research as a coherent intellectual journey rather than a collection of disconnected facts.

Finally, sources must be credited with full bibliographic information. This academic convention serves a pedagogical purpose beyond scholarly integrity – it reveals the information supply chain and reinforces the principle that claims require evidence and attribution.

WebQuests address misinformation effectively because students don't simply learn abstract principles of source evaluation; they practice applying those principles in contexts that simulate real-world information challenges.

5.2. Journey mapping: visualizing information experience

Journey mapping, a UX design technique, provides a method for understanding how learners access, process, and integrate information (Richardson, 2010). Relative to fake news, journey mapping helps students visualize the experiential pathway through which false information operates.

A typical journey mapping exercise asks students to trace the complete user experience of encountering a piece of information – whether true or false. This involves identifying:


	Steps and actions: What sequence of interactions leads someone to encounter specific information? Do they see it in a social media feed? Via messaging? Search? Each step in the journey is a potential intervention point for critical evaluation.

	Observations: What do people notice, and what escapes their attention? Journey mapping can reveal that many notice emotional tone and visual elements while overlooking bylines, dates, or source attribution.

	Touchpoints: Where do users interact with information systems, and what affordances do those systems provide? A Facebook post offers different interaction possibilities than a news website article, which differs from a WhatsApp message. Understanding these touchpoints reveals how media environments shape information reception.

	Emotions: What affective states accompany each phase of the information journey? Journey mapping makes explicit what often remains implicit – that information processing is always emotionally inflected. This helps students understand why certain information proves persuasive regardless of its veracity.



By mapping the complete journey, students experience how information environments shape belief and behavior. They see that combating misinformation requires more than individual critical thinking skills; it requires understanding the systemic factors that influence information processing.

Journey mapping also creates empathy for those who fall for misinformation. Students can recognize that believing false information represents a comprehensible response to specific environmental cues and emotional states rather than simple gullibility or stupidity. This empathy is pedagogically valuable, stimulating constructive responses rather than dismissal when faced with disinformation.

Figure 1 shows a generic diagram of a journey map, showing the different elements and how they might appear as a graphic.


Figure 1. Generic example of a journey map
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5.3. Card sorting: collaborative categorization

Card sorting, another UX technique, engages students in collaborative processes of organizing and categorizing information, revealing both individual and collective mental models (Spencer, 2009).

The methodology involves presenting students with a set of cards (physical or digital), each containing a discrete piece of information, and asking them to organize these cards into meaningful categories (credibility, type of evidence for claims, misdirection technique, etc.). Card sorting can be:


	Open: Students generate their own category labels, revealing how they conceptualize the information space – uncovers implicit categorization schemes and can surface misconceptions or gaps in understanding.

	Closed: Students sort cards into predetermined categories, demonstrating their ability to apply explicit criteria – works well for teaching specific frameworks, such as types of logical fallacies or levels of evidence quality.

	Hybrid: Students work with predetermined categories but can modify them or propose new ones, balancing structure with flexibility.



The real pedagogical value lies more in the group debate process than in the final categorization. As students discuss where each card belongs, they must articulate their reasoning, respond to counterarguments, and negotiate shared understanding. This dialogic process makes explicit the normally implicit reasoning that underlies information evaluation.

Appointing one or two observers to record the process and interactions adds a metacognitive layer. Observers note patterns: Do students rely primarily on source reputation or evidence quality? Do they weight emotional resonance in their evaluations? Do certain types of information trigger longer or more contentious debates? These observations generate subsequent discussions about the evaluation process itself.

Card sorting transforms abstract principles of information evaluation into concrete, collaborative practice. Students don't simply memorize criteria for source credibility; they practice applying those criteria while negotiating disagreements and refining their understanding through peer interaction.

5.4. Structured interview techniques

Interview techniques, adapted from qualitative research methodology and professional interviewing practice, provide tools for eliciting, extending, and verifying understanding – skills directly applicable to information evaluation (Kvale & Brinkmann, 2009). These techniques equip students with communication tools for engaging productively with information sources and with others holding different views. Types of questions that can be useful:


	Closed questions seek facts or yes/no responses: “Will you provide evidence for that claim?” “Can you identify the original source?” “What is the date of that study?” Closed questions efficiently gather specific information but don't encourage elaboration or explanation.

	Open questions invite expansive responses: “How did you verify that information?” “Why do you find that source credible?” “Tell me about how you encountered this claim.” Open questions generate richer data and create space for people to articulate their reasoning processes, revealing both strengths and vulnerabilities in their information evaluation.

	Choice questions present alternatives: “Do you find visual evidence or statistical evidence more persuasive?” “Would you prioritize source reputation or evidence quality?” Choice questions can reveal underlying values and decision-making heuristics.



Beyond these basic types, advanced techniques include:


	Reformulation or repetition: The interviewer restates or simply repeats what was said, inviting clarification or expansion. “So you're saying the source seems credible because…” This technique encourages speakers to elaborate while demonstrating active listening.

	Motivational questions: These questions affirm the respondent's expertise or experience while seeking their perspective: “With your experience evaluating online information, how would you approach this claim?” Such questions build rapport and encourage thoughtful responses.

	Interrogative questions: These seek clarification: “What did you mean when you said that source is 'biased'?” Interrogative questions prevent misunderstanding and encourage precise communication.

	Control questions: These verify mutual understanding: “So we agree that credible sources should provide evidence for their claims, right?” Control questions establish shared foundations for further discussion.

	Reformulation to confirm meaning: The interviewer restates the speaker's point in different words, checking comprehension: “If I understand correctly, you're suggesting that…” This technique ensures accurate communication while giving speakers opportunity to refine their statements.



These interview techniques provide students with communication tools for engaging constructively with others about contested information – an essential skill in polarized environments. They also build awareness of how questions themselves can shape responses, helping students recognize manipulative questioning techniques like the inductive questions discussed earlier.

5.5. Inferential learning

The term “inferential learning” describes a process where learning is derived from the interpretation of evidence, others’ behaviours, and our evaluation of the mental state of the person who is the source of the information (Gweon, 2021). Unlike explicit learning, where information is directly taught and consciously acquired, inferential learning involves constructing understanding through pattern recognition, analogical reasoning, and the integration of implicit cues within learning contexts (Reber, 1989). In combatting misinformation and disinformation, inferential learning is situated at the critical balance point of the relationship between knowledge and belief.

Research shows that knowledge does not reliably protect against illusory truth effects (Fazio et al., 2015). Even a single exposure to misinformation increases subsequent, persistent perceptions of its accuracy, and this “illusory truth effect” occurs despite low overall believability and even when stories are labeled as contested by fact-checkers or contradict the reader's political ideology (Pennycook et al., 2018). The problem is not simply ignorance but rather the failure to infer appropriate skepticism from contextual signals that should alert media-literate individuals to potential manipulation. The usual rules for verification using System 2 thinking often fail under cognitive load, time pressure, or emotional arousal — precisely the conditions under which misinformation thrives. Inferential learning, by contrast, develops implicit System 1 pattern recognition that operates more automatically, with a number of mechanisms that can be leveraged to combat the spread of false information:


	Causal inference involves reasoning about cause-and-effect relationships, particularly inferring hidden causes from observed effects. This is linked to Statistical learning, which involves detecting regularities in environmental input without explicit awareness of the patterns being learned. With credible news sources learners implicitly acquire sensitivity to features such as tone, structure, sourcing practices, and contextual markers. Conversely, with analyzed examples of misinformation they develop sensitivity to sensationalism, vagueness about sources, appeals to insider knowledge, and emotional manipulation tactics. This statistical sensitivity operates below conscious awareness but influences judgments of credibility (Saffran et al., 1996).

	Analogical inference allows learners to transfer understanding from familiar domains to novel situations by recognizing structural similarities. This transfer depends not on memorizing rules but on abstracting underlying patterns that generalize across contexts. This follows similar principles to Roger C. Schank’s theories of generalization (Schank, 1995).

	Abductive inference, or inference to the best explanation, aims to find the simplest, or most plausible explanation for an observation (as in Occam’s razor), rather than guaranteeing a definitive conclusion. It can be used to generate hypotheses based on available data (Harman, 1965).



5.6. Pedagogical applications for combatting misinformation

Inferential pedagogical strategies can help resist false information:


	Immersive pattern exposure provides learners with extensive examples of both credible and misleading information without explicit labeling, then gradually revealing which is which while encouraging learners to articulate what patterns they noticed. Students might analyze twenty news stories, inferring which seem credible based on accumulated observations, then receive feedback that allows refinement of their implicit criteria.

	Contrastive analysis exercises present pairs or sets of information sources that differ in credibility while sharing surface similarities. Students must infer the basis for distinguishing them – a kind of “perceptual learning” (Goldstone, 1998).

	Inference articulation protocols require students to verbalize their reasoning processes as they evaluate information, making implicit inferences explicit. This makes students aware of inferences they're making unconsciously, and it allows instructors to identify when students make unwarranted inferences or fail to make warranted ones.

	Predictive reasoning exercises ask students to predict what they'll find when investigating claims further: “If this claim is true, what else would you expect to find? If it's false, what would that imply?” This goes beyond post-hoc fact checking to the inoculation technique of “pre-emptive debunking” or “prebunking” as it’s sometimes called (Roozenbeek & van der Linden, 2021).



These strategies, and Kahneman’s double system are also compatible with the Universal Design for Learning (UDL).

6. Principles of experiential pedagogy to combat misinformation

6.1. Emphasizing cool media

Following McLuhan's framework, effective misinformation education should emphasize cool media approaches that encourage participation and reflection rather than hot media experiences that overwhelm critical distance. Practically, this means:


	Removing drama: Present information and tasks in neutral, descriptive language rather than dramatic or sensational framing. This creates cognitive space for analysis rather than triggering automatic emotional responses.

	Avoiding hot button words: Language that triggers strong emotional associations – whether political, cultural, or personal – can shut down critical thinking.

	Stepping back: Rather than demanding instant responses, provide time and space for reflection. Assign tasks that require research and deliberation over days or weeks rather than immediate reactions.

	Encouraging reflection: Build metacognitive components into all activities. Ask students not just what they concluded but how they reached those conclusions, what challenged them, what they would do differently next time. This reflection transforms discrete exercises into sustained development of critical thinking dispositions.



6.2. Building collaborative learning environments

All the techniques described benefit from collaborative implementation. Working in groups serves multiple purposes:


	Diverse perspectives: Students bring different background knowledge, assumptions, and evaluation strategies. Exposure to alternative approaches enhances everyone's critical thinking toolkit.

	Argumentation practice: Defending one's analysis to peers and responding to counterarguments develops reasoning skills and communication abilities essential for engaging productively about contested information.

	Social dimension: Since misinformation spreads socially, learning to evaluate information in social contexts prepares students for real-world challenges. Individual critical thinking matters, but so does collective sense-making.

	Reduced anxiety: Collaborative learning can reduce the anxiety that high-stakes individual evaluation might create, making students more willing to experiment with new techniques and take intellectual risks.



6.3. Integrating metacognition

Metacognition – thinking about thinking – represents a crucial dimension of all experiential techniques. Beyond developing specific skills, these approaches aim to cultivate metacognitive awareness: understanding one's own cognitive processes, recognizing one's biases and limitations, and monitoring one's reasoning for errors. Each technique should include explicit metacognitive components:


	WebQuests require students to justify their verification methods, making explicit their reasoning processes.

	Journey mapping asks students to identify emotional responses and how these emotions might influence evaluation.

	Card sorting positions observers to analyze group reasoning patterns, creating awareness of collective sense-making.

	Interview techniques model careful, reflective inquiry as an alternative to automatic judgment.



This metacognitive emphasis addresses a fundamental truth about misinformation: we are all susceptible. Recognizing one's own vulnerabilities – emotional triggers, confirmation bias, motivated reasoning – represents the first step toward developing resilience against manipulation.

7. Challenges and Limitations

7.1. Resource requirements

Experiential teaching techniques demand significant resources – time, planning, materials, and often technology. A traditional lecture on source evaluation might consume one class session; a well-designed WebQuest requires multiple sessions plus outside work. Card sorting exercises need preparation of materials and facilitation of group work. Journey mapping requires knowledge of user experience design principles. Inferential learning requires extensive exposure to varied examples, making it more time-intensive than explicit rule instruction. It depends on learners receiving accurate feedback about their inferences, which requires instructor expertise and attention. Most significantly, inferential learning can reinforce biases if learners are exposed primarily to information confirming pre-existing beliefs or to skewed samples of credible and false information.

The techniques described here, then, should be understood as aspirational frameworks adaptable to different contexts rather than rigid prescriptions. Even simplified implementations can provide value when guided by sound pedagogical principles.

7.2. Measuring effectiveness

Assessing the effectiveness of experiential misinformation education presents methodological challenges. Traditional assessment metrics may not capture the deeper learning these approaches target. How do we measure whether students have developed the disposition to think critically, the habit of verification, or the empathy to engage constructively with those holding different views?

In the absence of resources to do longitudinal studies tracking how students evaluate information in real-world contexts months or years after instruction, educators must rely on proxies: quality of student reasoning in assignments, participation in class discussions, self-reported behavior changes. These measures offer useful guidance while acknowledging their limitations.

7.3. Looking ahead

As information environments evolve, misinformation education must address not just content evaluation but platform literacy – understanding how algorithmic curation, interface design, and business models shape information exposure (Noble, 2018; Lorenzo Galés 2024).

Cross-cultural research suggests that misinformation operates differently across cultural contexts, with varying techniques, vectors, and social meanings (Humprecht, 2019), but most research to date has centred on Western, mostly American, contexts. Experiential pedagogies must be adapted for cultural specificity while seeking universal principles that transcend particular contexts.

7.4. The moving target problem

Misinformation techniques evolve rapidly, particularly as new technologies emerge. The techniques discussed here were developed in an environment of text- and image-based misinformation. The rise of deepfakes, AI-generated content, and sophisticated bots presents new challenges that may require pedagogical innovations beyond current frameworks (Chesney & Citron, 2019).

This evolution suggests that the most durable contribution of experiential education to counter misinformation and disinformation may not be specific skills but rather general capacities: intellectual curiosity, comfort with uncertainty, willingness to revise beliefs when confronted with better evidence, and commitment to verification. These dispositional outcomes transcend any particular technological moment.

8. Conclusion

The challenge of misinformation in contemporary society exceeds the capacity of traditional fact-based educational responses. While critical thinking skills and fact-checking abilities remain valuable, they address only the cognitive dimension of a phenomenon that operates primarily through experiential and emotional engagement. Truth, delivered as rational argument, often cannot compete with falsehood delivered as immersive experience.

Marshall McLuhan's media theory provides crucial insight: if misinformation succeeds through hot media experiences that overwhelm critical distance, then effective countermeasures must employ cool media approaches that invite participation, reflection, and collaborative sense-making. The experiential techniques described here vectorize this principle by creating learning experiences that engage students proactively in the process of information evaluation.

Inferential learning principles extend this framework by addressing how implicit pattern recognition develops through experience. Rather than relying solely on conscious application of explicit rules – which often fails under cognitive load or emotional arousal – inferential learning cultivates automatic sensitivity to manipulation cues – an “educated intuition” that operates efficiently precisely when deliberate reasoning proves difficult. This is coherent with principles of technique-based inoculation.

These approaches share common characteristics: they emphasize process over product, collaboration over individual achievement, and metacognitive awareness over rote skill development. They transform students from passive recipients of information to active participants in collective sense-making. Most importantly, they match the experiential nature of misinformation itself, providing students with embodied understanding of how false information operates and how it can be evaluated critically.

The techniques presented here are not a cure-all. Misinformation remains a systemic challenge requiring responses at multiple levels—technological, regulatory, social, and educational. But within the educational domain, experiential pedagogies offer learning experiences that honour the complexity of information evaluation while building practical skills and critical dispositions.

Every student who develops refined inferential sensitivity to manipulation, who learns to step back from emotional arousal to engage reflective analysis, who practices collaborative truth-seeking with intellectual humility – each such student represents a victory not just against specific false claims but against the broader erosion of shared reality and democratic participation that misinformation and disinformation threaten.
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Annex – Terminology

The terms used to describe this phenomenon vary wildly and tend to be used as vaguely interchangeable. It is useful to have a reference based on established scholarship that provides a quick guide to the use and accepted definitions of these terms, as shown in Table 1:


Table 1. Summary of common terms and definitions related to false information




	Term

	Intent

	Accuracy

	Key Characteristic






	Fake News

	Deliberate

	False

	Mimics legitimate journalism




	Misinformation

	Unintentional

	False or misleading

	Shared without harmful intent




	False Information

	Either

	False

	Umbrella term, can cover different contexts




	Disinformation

	Deliberate

	False

	Designed to harm or deceive




	False Memes

	Either

	False or misleading

	Refers to “meme” – “a basic unit of cultural transmission”






Note: This table was compiled by Claude.ai using the following references: (Broda & Strömbäck, 2024), (Dawkins, 1976), (Merriam-Webster, 2025), (Polger, 2026), (Zimdars & McLeod, 2020).
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